eWorks Privacy Notice / Data Protection Statement

1. Introduction

This is the eWorks Privacy Policy / Data Protection Statement (“the Privacy Policy”).

eWorks is the Irish Government’s Capital Works Management Framework (“CWMF”) project platform for all Contracting Authorities to manage project information and documentation required for capital works procurements.

eWorks is managed by the Department of Public Expenditure, Infrastructure, Public Service Reform and Digitalisation (DPER).  

Technical support and maintenance of the eWorks platform is carried out by private consortium of Sonas Innovation Ltd and Derilinx Ltd who are contracted to DPER.

2. Purpose of the eWorks Privacy Policy

Personal data is processed to administer and operate the eWorks platform, which supports public works procurement under Ireland’s Capital Works Management Framework (CWMF). The processing enables user registration and authentication, creation and management of Suitability Assessment Questionnaires (SAQs), assessment of applicants' suitability for public contracts, storage and submission of supporting documentation, maintenance of procurement and audit records, and communication with users regarding platform services and procurement activities. 

Key processing purposes include:

· Managing user accounts and access permissions for contracting authorities, consultants, contractors, and applicants.
· Facilitating the preparation, submission, review, and evaluation of Suitability Assessment Questionnaires (SAQs).
· Assessing applicants' financial standing, technical capacity, and statutory capability for participation in public works procurement competitions.
· Storing supporting evidence and procurement documentation, including records required for audit and compliance purposes.
· Supporting efficient, consistent, and transparent public procurement processes within the Capital Works Management Framework.

Any use of defined terms in this Privacy Policy shall have the same meaning as those defined in the GDPR, including Personal Data, Processing, Data Controller and Data Processor.


3. Processing of Personal Data on eWorks – registration 

The use of eWorks Platform services requires registration on eWorks which involves the provision of personal data of the Registered User to DPER. The personal data provided as part of registration process is collected to set up an account as a Registered User.

The personal data collected and processed in respect of registration on the platform depends on the type of eWorks user. 



Table 1 below shows the Personal Data required at registration for the various user types:

Table 1 - Registration Data and eWorks Registered User Types

	


Personal
Data
	User Types

	
	Contracting
Authority
Administrator/User
	Trade Supplier
Administrator/User
	Sole Trade
	Public Interest &
Representative
Body

	First Name;
Last Name
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Email
Address
	[image: ]*
	[image: ]*
	[image: ]*
	[image: ]

	Postal
Address
	[image: ]
	[image: ]
	[image: ]*
	[image: ]*

	Phone
Number
	[image: ]
	[image: ]
	[image: ]*
	[image: ]*

	Personal
Public Services
Number
	N/A
	N/A
	[image: ]**
	N/A


* Possible identifier for a Data Subject
** As part of the eWorks registration process, a VAT number (or Organisation Number) must be provided. Sole Traders may provide a Personal Public Services number (PPSN) as their tax reference number.

User Registration data
	A registered user who wishes to access and amend their personal data can do so by logging onto eWorks to review or edit their user profile. Support for accessing user profiles is also available through the eWorks Helpdesk, Email eworks@per.gov.ie. In order to protect privacy and security, reasonable steps are taken to verify user identities before granting access for correcting personal data.

    If a Registered User wishes to be removed from the processing activities described in Table 2
above, they should contact their organisation’s eWorks Administrator User.

	If a Registered User wishes to erase personal registration data, they should contact their organisation’s eWorks Administrator User. For more information or contact the eWorks Helpdesk.




4. Processing of Personal Data on eWorks – general

Personal Data provided by Registered Users on the eWorks platform will be used for managing the electronic exchange of information between Contracting Authorities and Applicants.  

Registered Users will utilise the Personal Data stored on the eWorks platform in order to populate CWMF documents for capital works procurements.  

Contracting Authorities will utilise the data that will be input into the platform to manage the procurement procedure and to verify that the appropriate procedure is followed in line with CWMF rules and the infrastructure guidelines.

In additional to Personal Data collected when using eWorks, the DPER may also collected other non-personal data and this information may include: 
a) the logical address of the server you are using; 
b) the top level domain name from which you access the Internet (for example, .i.e., .com, .org, etc); 
c) the type of browser you are using; 
d) the date and time you access our site; 
e) the internet address used to link to our site. 

Some of the above information is used to create summary statistics, which allow the DEPENDR to assess the number of visitors to the platform, identify what pages are accessed most frequently and generally, help the DPER to make the platform more user friendly. 


5. Who controls and users personal data collected on eWorks

	Registration data: The DPER is the data controller and is responsible for personal data collected as part of the registration process. Section 3 above provides details on registration data.
	Competition data: Contracting Authorities may seek personal data as part of the tender response documents from suppliers. For the conduct of all CWMF public procurement competitions on eWorks, DPER and the Contracting Authority are Joint Data Controllers for personal data received as part of tender response documents.

DPER has a binding agreement with Sonas Innovation Ltd.  for hosting, processing and day-to-day management of the eWorks platform and to ensure the utmost security of personal data. 

Sonas Innovation Ltd. is a Data Processor for both user registration and competition data. Contracting Authorities may share Personal Data included in CWMF response documents with members of their evaluation teams.

Section 8 below sets out the rights of the Data Subject in respect of their personal data collected at user registration and at submission of tender response documents.

6.    What is the legal basis for processing?

	Registration data: Processing of this data by DPER is necessary for the performance of its tasks carried out in the public interest and in the exercise of its official authority under S.I. 284 of 2016 governs the procedures for awarding public authority contracts in Ireland, implementing EU procurement rules and replacing earlier regulations.
	Competition data: Processing of this data by DPER is necessary for the performance of its tasks carried out in the public interest and in the exercise of its official authority under S.I. 284 of 2016 governs the procedures for awarding public authority contracts in Ireland, implementing EU procurement rules and replacing earlier regulations. 

Personal Data processed on eWorks for CWMF competitions

Personal data is processed on the eWorks platform in relation to CMWF public procurement competitions. The following table shows the procurement processing activities on eWorks where personal data is required:

Table 2: eWorks Procurement Processing Activities
	Personal
Data
	Procurement Processing Activities

	
	Publish
Tender
Notice*
	Request to
Participate
	Access to
Procurement
Documents
	Tender
Clarifications
	Tender
Submission and Evaluation
	Publish
Contract Award Notice

	First Name; Last Name
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Email
Address
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Postal
Address
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Phone Number
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	[image: ]

	Personal Public Services Number**
	N/A
	N/A
	N/A
	N/A
	N/A
	[image: ]

	Other Personal data sought by the Contracting Authority (eg CV
data)
	[image: ]
	[image: ]
	[image: ]
	N/A
	[image: ]
	N/A


* Contracting Authority users only
** May be used by Sole Traders as their tax reference number

DEPR will use this data for analysis of tender competitions to ascertain compliance with National an EU Procurement Directives and to develop Policy where appropriate.

7. Security Measures taken to safeguard Personal Data on eWorks

The personal data collected at user registration or as part of a tender competition is treated confidentially on the platform. The DPER or Sonas Innovation Ltd.  (as Data Processor) will not share or transfer personal data to any third parties except where obliged to do so by law. 

The eWorks platform is hosted Amazon Web Services (AWS) and Personal Data is not transferred outside the European Economic Area (EEA).

The DPER in agreement with Sonas Innovation Ltd. , through the provision of a secure and robust operating environment, have high security standards in place to ensure that personal data is kept secure. The eWorks platform provides user authentication through a secure username and password unique to that Registered User. If Registered Users raise a query through the eWorks helpdesk, they will be requested to provide information entered at registration in order to verify their identity. This information is used to respond to the Registered User’s specific query.

8. Data retention

DPER is subject to the National Archives Act 1986, and, as such, has limited control in terms of record disposal. Under this legislation, DPER is bound to hold certain information until directed by the Department’s Records Management Policy.  Some of these records may contain Personal Data contained on the eWorks Platform.


9. Data Subject rights

Under certain circumstances, Data Subjects have rights under Data Protection Laws in relation to their Personal Data, including:

    the right to request access to their personal data;
    the right to correction of their personal data;
    the right to request erasure of their personal data;
    the right to object to processing of their personal data;
    the right to request restriction of processing their personal data.


Registered Users on eWorks can exercise their Data Subject Access Requests, raise queries or complaints in connection with the processing of their personal data through the relevant Contracting Authority or to:  

Data Protection Officer 
Department of Public Expenditure, Infrastructure, Public Service Reform and Digitalisation Government Buildings
Upper Merrion Street
Dublin 2
D02 R583  
Email:  dataprotection@per.gov.ie

Registered Users also have the right to lodge a complaint with the Data Protection Commission if they are unhappy with the processing of their Personal Data. Details of how to lodge a complaint can be found at www.dataprotection.ie, or you can use the contact details below:

Data Protection Commission
6 Pembroke Row
Dublin 2
D02 X963
Ireland
(01) 765 01 00 or 1800 437 737
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